SAMPLE NOTIFICATION LETTER: Moderate to High Risk
See, DoD 5400.11-R, Appendix 2

Dear [Name]:


On [Date], a [Activity Name] laptop computer was stolen from the parked car of a [Activity Name] employee in [location] after normal duty hours while the employee was running a personal errand.   The laptop contained personally identifying information on [Number] of [Activity Name] employees who were participating in the [Name of Program or Project].  The compromised information is the name, [type of personal data lost, e.g. social security number, date of birth, bank account number, home address, email address, office, and home telephone numbers] of the [Program or Project] participants. 



The theft was immediately reported to local and [Federal, DoD, etc.] law enforcement authorities, who are now conducting a joint inquiry into the loss.   


We believe that the laptop was the target of the theft as opposed to any information that the laptop might contain.  Because the information in the laptop was password protected and encrypted, we also believe that the probability is low that the information will be acquired and used for an unlawful purpose.  However, we cannot say with certainty that this might not occur.  We therefore believe that you should consider taking actions to protect against the potential that someone might use the information to steal your identity.  


You should be guided by the actions recommended by the Federal Trade Commission (FTC) at its Web site at http://ftc.gov/bcp/edu/microsites/idtheft/.  The FTC urges that you immediately place an initial fraud alert on your credit file.  The Fraud alert is for a period of 90 days, during which, creditors are required to contact you before a new credit card is issued or an existing card changed.  The site also provides other valuable information that can be taken now or in the future if problems should develop. 

Sample clauses: Depending on severity of the breach and mitigating factors.
[Deployed service members may wish to consider placing an “active duty alert” on their credit report.  This requires creditors to verify your identity before granting credit in your name.  However, that may not be a good option if you have family members using your credit.  The web site discussed above has more information on this option.]

[Due to the potential that your social security number has been compromised you may also wish to contact the Social Security Administration at http://www.ssa.gov/reach.htm.]

[The above listed actions are not an exhaustive list of protective measures you may choose to take. There may be additional organizations or people with whom you may wish to consult, depending on your circumstances.] 

[We have negotiated an extended fraud alert with the credit reporting bureaus that will stay on your credit report for three years.   This will further protect you by requiring that potential creditors actually contact you, or meet with you in person, before they issue credit in your name.  If you wish to take advantage of this extended alert, please contact [Agency contact] for details.]
[We are concerned due to the circumstances of the theft someone may try to use the personal information to harm your credit.  We have therefore acquired credit reporting services that will provide one year of reporting free for those affected.  If you want to take advantage of this offer, please contact [Agency contact] for details.] NOTE: GSA has a contract vehicle that can be used by all agencies to acquire these services. 

The [Activity Name] takes this loss very seriously and is reviewing its current policies and practices with a view of determining what must be changed to preclude a similar occurrence in the future.  At a minimum, we will be providing additional training to personnel to ensure that they understand that personally identifiable information must at all times be treated in a manner that preserves and protects the confidentiality of the data. 


We deeply regret and apologize for any inconvenience and concern this theft may cause you.



Should you have any questions, please call [Agency contact, and Phone number or toll free number, e-mail and office address].










Sincerely, 


[Signature Block of Senior Official]
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